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1
Decision/action requested

It is requested to approve the new solution for KI #1 of 3GPP TR 33.858 v0.1.0.
2
References

[1]
3GPP TR 33.858: "Study on security aspects of enhanced support of Non-Public Networks (NPN) phase 2"
3
Rationale

This pCR proposes a solution to address secure non-3GPP access issue of key issue #1 in TR 33.858 [1].

4
Detailed proposal

*************** Start of 1st Change ****************

6.A
Solution #A: Authentication for devices that do not support 5GC NAS over WLAN access in SNPN scenarios
6.A.1
Introduction 
This solution addresses key issue #1.

TR 23.700-08 [2] studies "Key Issue #2: Support of Non-3GPP access for SNPN". Clause 5.2.1 of TR 23.700-08 [2] states: "Currently the 3GPP specifications do not support direct connection to SNPN via non-3GPP access networks" and "One objective of this key issue is to enable the 5GS to support direct connection of non-3GPP access networks to the SNPN's 5GC."

Devices that do not support 5GC NAS signalling over WLAN access (referred to as "Non-5G-Capable over WLAN" devices, or N5CW devices for short) may access 5GC in a SNPN via a trusted WLAN Access Network that supports a Trusted WLAN Interworking Function (TWIF). 

This solution enables N5CW to access SNPN via trusted non-3GPP WLAN Access Network.
6.A.2
Solution details

For N5CW device in a PLMN, the authentication procedure only include EAP-AKA’, which is defined in clause 6.1.3.1 of TS 33.501 [X]. However, in SNPN scenarios, N5CW supports key-generating EAP authentication methods.   
This solution reuses the authentication procedure in clause 7A.2.4 of TS 33.501 [X] with the following modifications. 
· As described in clause I.2 of TS 33.501 [X], the authentication mechanisms utilized in step 8 of clause 7A.2.4 of TS 33.501 should include key-generating EAP authentication methods. 
· N5CW sends UE identity (e.g. SUCI/on boarding SUCI) and AN parameters to the TWAP/TWIF. And SNPN identifier, which consists of PLMN ID and NID, should be included in AN parameters. Moreover, in SNPN scenarios, if the construction of SUCI as described in clause 6.12 of TS 33.501 cannot be used and if the employed EAP method supports SUPI privacy, the UE can send an anonymous value SUCI based on configuration.
· If the UE is accessing 5GS for Onboarding, the AN parameters sent from UE to TWAP /TWIF shall include Onboarding indication. And the Registration Type should set as "SNPN Onboarding".

The TWIF shall create a 5GC Registration Request message on behalf of the N5CW device. The TWIF shall use UE identity, AN parameters, Registration Type that are receieved from N5CW.
Editor’s Note: Whether onboarding for N5CW devices is in scope is FFS.
Editor’s Note: The need for including SUPI privacy case is FFS.

6.A.3

System impact

TBD
6.A.4
Evaluation

TBD

*************** End of 1st Change ****************

*************** Start of 2nd Change ****************
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*************** End of 2nd Change ****************

